
However, DownloadManager is dependent upon some broadcast Intent objects, a
technique we have not discussed yet, so we will delay covering DownloadManager
until the next chapter.

Using Third-Party JARs
To some extent, the best answer is to not write the code yourself, but rather use
some existing JAR that handles both the Internet I/O and any required data parsing.
This is commonplace when accessing public Web services — either because the firm
behind the Web service has released a JAR, or because somebody in the community
has released a JAR for that Web service.

Examples include:

• Using JTwitter to access Twitter’s API
• Using Amazon’s JAR to access various AWS APIs, including S3, SimpleDB,

and SQS
• Using the Dropbox SDK for accessing DropBox folders and files

However, beyond the classic potential JAR problems, you may encounter another
when it comes to using JARs for accessing Internet services: versioning. For example:

• JTwitter bundles the org.json classes in its JAR, which will be superseded by
Android’s own copy, and if the JTwitter version of the classes have a different
API, JTwitter could crash.

• Libraries dependent upon HttpClient might be dependent upon a version
with a different API (e.g., 4.1.1) than is in Android (4.0.2 beta).

Try to find JARs that have been tested on Android and are clearly supported as such
by their author. Lacking that, try to find JARs that are open source, so you can tweak
their implementation if needed to add Android support.

SSL
The traditional approach to securing HTTP operations is by means of SSL. Android
supports SSL, much as ordinary Java does. Most of the time, you can just allow
Android to do its thing with respect to SSL, and you will be fine. However, there
may be times when you have to play a more direct role in SSL communications, to
handle arbitrary SSL-encrypted endpoints, or to help ensure that your app is not
the victim of a man-in-the-middle attack.
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Basic SSL Operation

Generally speaking, SSL “just works”, for ordinary sites with ordinary certificates.

If you use an https: URL with HttpUrlConnection, HttpClient, or WebView, SSL
handshaking will happen automatically, and assuming the certificates check out
OK, you will get your result, just as if you had requested an http: URL.

However, DownloadManager only recently added support for SSL. Originally,
requesting a download via DownloadManager with an https: scheme would result in
java.lang.IllegalArgumentException: Can only download HTTP URIs. As of
Android 4.0, SSL is supported. Hence, you need to be careful about making SSL
requests via DownloadManager to ensure that you are only doing that on a relatively
recent version of Android.

Certificate Verification

The first challenge comes in verifying the SSL certificate.

You can roughly divide SSL certificates into three types:

• Those issued by a certificate authority (CA) that is recognized by Android
(e.g., VeriSign) or was issued by a downstream CA whose upstream CA is
one recognized by Android

• Those issued by a CA that is not recognized by Android
• Self-signed certificates, whether used temporarily (e.g., during

development) or in production

Android can only transparently handle the first set, where the root CA for the
certificate is one recognized by Android. And, for better and for worse, the roster of
CAs recognized by Android varies between OS versions, as Google updates the OS
cacerts roster.

If you encounter an SSL certificate that cannot be verified by Android, you will get a
javax.net.ssl.SSLException: Not trusted server certificate exception from
HttpUrlConnection and HttpClient, and you will need to decide for yourself how
to handle that.

INTERNET ACCESS

524



Custom TrustManager

The right solution is to build your own TrustManager that implements your
business policies.

For example, if you want to validate a self-signed SSL certificate, you can
implement a TrustManager that does so, by having a custom TrustStore. A
TrustStore is a set of certificates (from a CA or self-signed) that a TrustManager
can validate against. Nikolay Elenkov has an excellent writeup and sample code of
implementing such a TrustStore. He also demonstrates how to have a composite
TrustManager, one that uses the system’s TrustManager and your own (e.g.,
configured with your custom TrustStore), so certificates that are validated by
either TrustManager are considered to be valid.

If you are trying to use this technique to validate certificates from a CA that is not
recognized by Android, you may need to use Mr. Elenkov’s technique with multiple
certificates, representing the upstream chain to the root CA.

Wildcard Certificates

Some certificates are difficult to validate, because they use wildcards.

For example, Amazon S3 is a file storage and serving “cloud” solution from
Amazon.com. They allow you to define “buckets” containing “objects”, where each
object then has its own URL. That URL is based on the name of the bucket and the
name of the object. One option is for you to have the domain name of the URL be
based on the name of the bucket, leaving the path to be solely the name of the
object. This works, even with SSL, but Amazon needed to use a “wildcard SSL
certificate”, one that matches *.s3.amazonaws.com, not just a single domain name.
By default, this will fail on Android, as Android’s stock TrustManager will not
validate wildcards for multiple domain name segments (e.g.,
http://misc.commonsware.com.s3.amazonaws.com/foo.txt). You will get an
exception akin to:

javax.net.ssl.SSLHandshakeException: java.security.cert.CertificateException:
No subject alternative DNS name matching misc.commonsware.com.s3.amazonaws.com
found

However, you could write a WildcardTrustManager or some such that relies on the
system TrustManager to validate the rest of the certificate, while you validate the

INTERNET ACCESS

525

http://nelenkov.blogspot.ie/2011/12/using-custom-certificate-trust-store-on.html


domain name matches the expectated value. The OpenDJ project has a series of
available TrustManager implementations, including one that supports wildcards.

Anti-Pattern: Disabling SSL Certificate Validation

You will find various blog posts, StackOverflow answers, and the like that suggest
that you simply disable SSL certificate validation, by implementing an “accept-all”
TrustManager. Such a TrustManager basically implements the interface with empty
stubs for methods like checkServerTrusted(), not throwing any exceptions.

Technically, this works. And, if you are using this only early on in development and
if you swear upon a stack of $RELIGIOUS_TEXTS that you will replace this hack by
the time you go to production, it is difficult to complain about this technique.

However, in production, ignoring SSL certificate validation errors opens your app
up to man-in-the-middle attacks.

About That Man in the Middle

Man-in-the-middle attacks are a common way of trying to intercept SSL encrypted
communications. The “man” in the “middle” might be a proxy server, a different
Web site you wind up communicating with via DNS poisoning, etc. The objective of
the “man” is to pretend to be the actual Web site or Web service you are trying to
communicate with. If your app “falls for it”, your app will open an encrypted
channel to the attacker, not your site, and the attacker will have access to the
unencrypted data you send over that channel.

Unfortunately, Android apps have a long history of being victims of man-in-the-
middle attacks.

Fahl, Harbach, Muders, and Smith of the Leibniz University of Hannover, and
Baumgärtner and Freisleben of the Philipps University of Marburg, conducted
research on this problem. Their results, as reported in their paper, “Why Eve and
Mallory Love Android: An Analysis of Android SSL (In)Security”, is depressing. One
in six surveyed apps explicitly ignored SSL certificate validation issues, mostly by
means of do-nothing TrustManager implementations as noted above. Out of a
selected 100 apps, 41 could be successfully attacked using man-in-the-middle
techniques, yielding a treasure trove of credit card information, account credentials
for all the major social networks, and so forth.
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Their paper outlines a few ways in which apps can screw up SSL management —
the following sections outline some of them.

Disabling SSL Certificate Validation

As mentioned above, if you disable SSL certificate validation, by implementing and
using a do-nothing TrustManager, you are wide open for man-in-the-middle
attacks. A simple transparent proxy server can pretend to be the real endpoint —
apps ignoring SSL validation entirely will trust that the transparent proxy is the real
endpoint and, therefore, perform SSL key exchange with the proxy rather than the
real site. The proxy, as a result, gets access to everything the app sends.

Ignoring Domain Names

A related flaw is when you disable hostname verification. The “common name”
(CN) of the SSL certificate should reflect the domain name being requested.
Requesting https://www.foo.com/something and receiving an SSL certificate for
xkcdhatguy.com would be indicative of a mis-configured Web server at best and a
man-in-the-middle attack at worst.

By default, this is checked, and if there is no match, you will get errors like:

javax.net.ssl.SSLException: hostname in certificate didn't match: <...>

where the ... is replaced by whatever domain name you were requesting.

But some developers disable this check. Perhaps during development they were
accessing the server using a private IP address, and they were getting
SSLExceptions when trying to access that server. It is very important to allow
Android to check the hostname for you, which is the default behavior.

Hacked CAs

The truly scary issue is when the problem stems from the CA itself.

Comodo, TURKTRUST, and other certificate authorities have been hacked, where
nefarious parties gained the ability to create arbitrary certificates backed by the CA.
For example, in the TURKTRUST case, Google found that somebody had created a
*.google.com certificate that had TURKTRUST as the root CA. Any browser — or
Android app — that implicitly trusted TURKTRUST-issued certificates would
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believe that this certificate was genuine. This is the ultimate in man-in-the-middle
attacks, as code that is ordinarily fairly well-written will believe the CA and
therefore happily communicate with the attacker.

Certificate Memorizing

If your app needs to connect to arbitrary SSL servers — perhaps ones configured by
the user (e.g., email client) or are intrinsic to the app’s usage (e.g., URLs in a Web
browser) — detecting man-in-the-middle attacks boils down to proper SSL
certificate validation… and praying for no hacked CA certificates.

However, one way to incrementally improve security is to use certificate
memorizing. With this technique, each time you see a certificate that you have not
seen before, or perhaps a different certificate for a site visited previously, you ask
the user to confirm that it is OK to proceed. Technically savvy users may be able to
deduce whether the certificate is indeed genuine; slightly less-savvy users might
simply contact the site to see if this is expected behavior. The downside is that
technically unsophisticated users might be baffled by the question of whether or
not they should accept the certificate and may take their confusion out on you, the
developer of the app that is asking the question.

You can write your own TrustManager that maintains a roster of recognized
certificates and takes steps for unrecognized ones. You can also try an existing
implementation of a memorizing TrustManager.

Pinning

One way to limit the possible damage from hacked CAs is to recognize that most
apps do not need to communicate with arbitrary servers. Web browsers, email
clients, chat clients, and the like might need to be able to communicate with
whatever server the user elects to configure. But many apps just need to
communicate back to their developer’s own server, such as a native client adjunct
to a regular Web app.

In this case, the app does not need to accept arbitrary SSL certificates. The
developer knows the actual SSL certificate used by the developer’s server, so the
developer can arrange to accept only that one certificate. Or, the developer knows
the CA that they get their SSL certificates from and can only accept certificates
issued by that CA, and not other CAs. This reduces security a bit, but makes it
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easier for you to handle SSL certificate expiration and replacement without major
headaches.

This technique is referred to as “pinning”. Chrome is perhaps the most well-known
implementer of pinning: when you access services like Gmail from Chrome, Google
(who wrote the browser) knows the valid certificates for Google (who wrote the
server) and can toss out anything that is invalid… such as the TURKTRUST fake
certificate mentioned earlier in this chapter.

Nikolay Elenkov has another blog post outlining certificate pinning support in
Android 4.2. Moxie Marlinspike has an implementation of pinning, with a
description in a blog post. And, the Guardian Project has an implementation of
pinning in StrongTrustManager, discussed in the next section.

OnionKit

The Guardian Project has released an Android library project called OnionKit,
designed to help boost Internet security for Android applications. It offers two
major features: a replacement TrustManager called StrongTrustManager, and Tor
integration.

StrongTrustManager offers pinning, as described in the previous section, along
with a custom set of root certificates, based upon the certificates used by the
Debian Linux distribution. The custom set of root certificates addresses one
annoyance with Android: Android’s set of root certificates varies by OS version
(and, occasionally, by device due to changes from a device manufacturer).
StrongTrustManager puts you in control of the root certificates that are used, so
you can eliminate roots that you no longer trust (e.g., TURKTRUST), as you can
tailor the root certificates that StrongTrustManager uses by means of the
CACertMan utility, also published by the Guardian Project.

OnionKit takes matters a step farther and helps your application integrate with
Orbot, a Tor proxy. Tor (“The Onion Router”) is designed to help with anonymity,
having your Internet requests go through a series of Tor routers before actually
connecting to your targeted server through some Tor endpoint. Tor is used for
everything from mitigating Web site tracking to helping dissidents bypass national
firewalls. OnionKit helps your app:

• Detect if Orbot is installed, and help the user install it if is not
• Detect if Orbot is running, and help you start it if it is not

INTERNET ACCESS

529

http://blog.lumberlabs.com/2012/04/why-app-developers-should-care-about.html
http://nelenkov.blogspot.com/2012/12/certificate-pinning-in-android-42.html
https://github.com/moxie0/AndroidPinning
http://www.thoughtcrime.org/blog/authenticity-is-broken-in-ssl-but-your-app-ha/
https://guardianproject.info/
https://github.com/guardianproject/OnionKit
https://github.com/guardianproject/cacert
https://github.com/guardianproject/cacert
http://www.torproject.org/


• Make HTTP requests by means of Orbot instead of directly over the
Internet

Note that we will see the Guardian Project again later in this book, as they were the
initial developers of SQLCipher for Android, a means by which you can readily use
an encrypted database in your Android apps.
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